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DONEeKTpOHHBIE CEPBUCHI, UHTEPHET-OAHKUHT, YyAaJlIeHHas padbora U
yde0a, OHJIalH-PeTUCTPalluN, THTEPHET-Mara3uHbl 1 MapKETIIDICHI — BCE 3TO
HACTOJIBKO MPOYHO BOLLIO B Hally IOBCEIHEBHOCTb, YTO HMHOTAA TPYAHO
NOBEPUTH, KaK KUK 0e3 3TOoro panplie. Yem OoJblIe MOrpyx’aemMcs B MUP
UH()OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHH (daree — HKT), TeM
OOJIBIIE CTAHOBUMCS YSI3BUMEE.

KubepaTaku Ha HHPOPMALMOHHYIO CTPYKTYPY — 3TO OJTHA U3 CAMbIX
3HAUUTENBHBIX U MOCTOSTHHO PACTYUIUX YIPO3 JJIs TJI00aIbHOM 0€30MacHOCTH
B XXI| Beke. Ha ¢done BceoOmiel nudpoBu3anuu 3Ta mpobdjieMa HE MPOCTO
HapacTaeT, a 3BOJIOIMOHUPYET, HA YTO BIHUAET IIMPOKOE HCIOJb30BAHUE
UCKYCCTBEHHOI'O HHTEIUJIEKTA (darzee — MH), Tak Kak 3J0YMBIIUICHHUKN
HAYMHAIOT MHCMOJB30BaTh €ro JJs co3laHus Oojee  M3OLIPEHHBIX
BPEJOHOCHBIX POrPaMM, aBTOMATH3aLUH aTaK U aHAJIN3a YSI3BUMOCTEM.

Kubepartaku npeBpaTUiIuCh U3 NpOo0JIEMbl TEXHUYECKUX CHEIUATUCTOB
B OJIHY U3 IJIaBHBIX CTPATErMUYECKUX YIPO3 HAMOHAIBHOM, SKOHOMUYECKOW U
OOILIIECTBEHHOW 0€30MaCHOCTH JIF00O0M CTpaHBbI.

[To pe3ynbTaTaM uCCIEOOBaHMs, MPOBEACHHOIO B MPOILLIOM TOAY,
bemapyck Haxonurcs Ha 3-M Mmecte B peiituHre ctpan CHI', kotopeie vaie
BCETO MOJIBEPrarloTcs Kubeparakam.

Kaxnas nstad ataka B benapycu npuxonurcs Ha roccektop (22%). Ha
BTOpOM MecTe — cepa npoMbiiuieHHOCTH (14%), a Ha TpeThel CTPOUKEe —
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¢buHancoBast otpacib (11%). MHOrO arak TakXe HalleJIeHbl Ha CEKTOp
TeJIeKOMMYHUKAIMH, chepsl Hayku 1 00pa3zoBanus (8%).

Kaxmas  Bropas  kmbeparaka (57%) TOpUBOIUT K  yTeUKe
KOH(pUICHIIMAIBHBIX JaHHBIX. Peke OHM HapYIIal0T OCHOBHYIO JI€ATEIbHOCTh
(16%) unu HecyT mpsimble (puHaHcoBbie motepu (8%). bosee MoIOBUHBI
YKPAJEHHBIX CBEJICHUN COCTABIIAIOT NIEPCOHAIBHBIE JAHHBIE U KOMMEPYECKas
TaiiHa. AKTyaJlbHOM mpoOJieMOW oOcCTaeTcsi Kpaka JAeHEer ¢ OaHKOBCKHUX
KapTOYEK M DJIEKTPOHHBIX KOIIEIbKOB.

Craiin 2.

POCT KUBEPATAK B BEJIAPYCU

. Mo3nuua benapycu: 3-¢ mecto 8 CHI no
KONM4ECTBY KnbeparaK

. OCHOBHbIE LIENK ATAK:
foccexrop — 22%

Mpombiwnennocrs — 14%
DuHaHce — 11%

[l NOCNEACTBMA:
Yreuxa fganHbix — 57% cnyvaes
Hapywenne padorel — 16%
DuHancosbie norepu — 8%

Cornmacno ganubiM 3a 2024 104, Hamia pecrnyOiMKa IO YPOBHIO
kubepoOe3zonacHoctu 3ansuia 70-e mecto u3 166 crpan B peittunre NSCI
(NationalCyberSecuritylndex, HayuonanvHolli uHoekc KubepbezonacHocmu),
yCTynuB 1O 3ToMy wuHAEKCY cpean crtpadn CHI' mums Monnose,
AzepOaiimxany u Poccun.

PocT U yc/10:KHEeHNEe METOA0B KMOEepYyrpo3 TpedyIOT onepexKaruero
U KOMILIEKCHOTO pearnpoBaHus.

B bemapycu npuHST psin CHCTEeMHBIX Mep, U 60opbbda ¢ Kkubepyrpo3zamu
BEJIETCSA HAa HECKOJIBKUX YPOBHSIX. TaK, Ha roCyAapCTBEHHOM YPOBHE Y Ka30M
[Ipesuaenta Pecnyomuku benapycs Ned4) «O kubGepOe30macHOCTH
peanusyercs KOMILJIEKCHBIH MHOTI'0YPOBHEBbII MEXaHHU3M
NPOTUBOAEHCTBUSI KUOepaTakaM Ha TOCYJapCTBEHHbIC OpraHbl W
OpraHu3aliM, KPUTHYECKYI0 HH(opMarmoHHnywo uHppacTpykTypy. Co3nan
HanronanbHbI# 1IEHTp oOecnieueHrst KuOepOe30MmacHOCTH U PearupoBaHus Ha
KUOCPUHIUACHTBl (danee — Hayuonanenolii yenmp xubepbezonacnocmu).
HanaxeHo MexIyHapOJIHOE COTPYAHUYECTBO B 3TOM cepe.

Co3nmanbpl  HEOOXOAWMBIE  MPABOBbIE  YCJIOBUS  JUISL  3allUThI
NEPCOHANIBHBIX JAHHBIX U O€30MaCHOCTU JIMYHOCTH M OOIIECTBA MPHU HUX
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ucrnosib3oBanuu. 3akoH PecnyOnuku benapych «O 3amuTe nepcoHaabHbIX
NAHHBIX», TpUHATHIN B 2021 roy, ycTaHaBIMBAET I'PAHULIBI, OIPEACISAIONIUE,
KaKyl0 HMHQOPMAIMIO O YEJIOBEKE MOXHO COOUpaTh M PACHpOCTPAHSTH.
BwmecTte ¢ Tem, 4TOOBI 3a1MTa MEPCOHATBHBIX JAHHBIX ObLIAa O-HACTOSIIEMY
3¢ (PEeKTUBHON, HYKHbI OOIIKME YCWIHS — HE TOJBKO TrOCyJapcTBa, HO U
rpaKIaH.

[IpoTHBOACHCTBHE OCYIIIECTBISCTCS W HA KOPHMOPATHBHOM YPOBHeE.
Opranuzanuu M TPEANPUITHS HHBECTHPYIOT B KuOepOe30macHOCTh U
oOy4ueHHUe COTPYAHUKOB.

Jns 6oprOBI ¢ kuOepyrpo3aMu Ha HMHAMBHAYAJIbHOM YPOBHeE
TpeOyeTcs MOBBIIEHHE IMU(GPOBOM T'PAaMOTHOCTH HACENIECHUS, COOJIOJICHUE
AJIEMEHTAPHBIX TPABUIT MU(PPOBOM TUTUCHBI.

CoBpeMeHHbIE ACTIEKThI KN0ep0e30NmacHOCTH

Kubepnpectymienus TpaHCHAI[MOHAJIbHBI, 3JI0YMBIIIICHHUKHU
HCIIOJIB3YIOT aHOHHMaﬁBCpBI (C€p8qul, noseoJAIlowue CKpolms JUYHbLE oanmnvie
noavzoeamens u obecneuumsv AHOHUMHOCHbL 6 HHmepHeme) U HaxogsATCsa 3a
pyOekoM, 4TO KpaiiHe 3aTpyIHSET UX 3aJeprKaHue.

[lo pmanneiM CreactBeHHoro komurera PecnyOnuku benapycs,
ormedaetcs yxon 6osee 80% BeiMoratenbcTB U 60Jee 90% MOIIEHHUYECTB B
«OHJIAUH»-CXEMY, Y€MYy CIOCOOCTBYET B TOM YHCJIE HU3KHUUA MPOIEHT
OCBEJIOMJICHHOCTU TpaXkJaH O IMPECTYIHBIX CXEMax, a TaKXKe pPa3BUTHE
CIIOCOOOB COBEPIICHUS TAKUX XUIICHUH.

Kaptuna pacnpoctpaneHHBIX BUIIOB KuOepnpecTymieHnid B benapycu
MOBTOPSIET TJIOOAIBbHBIE TPEHIBI, HO C aKIIEHTOM Ha MECTHBIC TUIATE)KHBIE
CUCTEMBI Y MMPUBBIYKU HACEIICHHUSI.

I[lo fjgaHHBIM  TJABHOTO  yOpaBiIE€HHUS 1O  IPOTUBOICHCTBUIO
KHOEpNPECTYMHOCTH KPUMHUHAIBHOW MUJIUIIMU MUHHUCTEPCTBA BHYTPEHHUX
nen Pecnybnuku benapych, 3a 9 mecseB tekymiero rojga B bemapycu 1o
CPaBHEHHUIO C aQHAJOTMYHBIM TI€PUOJIOM MPOULIOr0 Troja KOJUYECTBO
KHOEpNpecTyIIeHu CHU3UIOoCh noutu Ha 11% (a 9 mecayes 2025 200a
sapeaucmpuposarno donee 13 moic. ciyyaes (13 420), mpems uz komopwix (4 121) —
6 2.Muncke).

ITo cratuctuke :keHIUHBI (65%) yaine BCEro CTAaHOBATCS KEPTBAMHU
MOIIEHHHUKOB, KOTOPBbIE BBIMAHUBAIOT JICHBI'M IYTEM MCUXOJIOTHYECKUX
MaHUNYJSIUK 1o Teneony (77,9%), Kymin-npoJia’ki TOBAPOB U OKa3aHUS
ycayr (65,6%), OmarorBoputenbHocTr (100%). Myskuunbl (84,8%), kak
MPAaBWJIO, CTAHOBATCA JKEPTBAMH  MOIIEHHUYECTBA, CBSI3aHHOTO C
WCIIOJIb30BAHUEM CAaUTOB 3HAKOMCTB.

Coaiig 3.
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. V@ N —— CoymanvHbii craryc:
P E GespaboTHbie 4alLLe NONIAIKNT B HHBECTHUMOHHbIE
nosywmn (46,2%)
Cnpagouno:

Bo3pacmmubsie epynnot nomepneguiux:

a0o0u cmapuie 50 nem uawe cmaHo8aAMCs Hcepmeamu meneqh)oOHHbIX
MOWeHHUYecms,  00MaHa,  008epUUBOCMU,  JIe2eHO 0  HOMOWU
POOCMBEHHUKAM,

Mon00excy 00 30 n1em ya36uma om MOUEHHUYECKUX OUCTNAHYUOHHBIX
coenok ¢ Heosudcumocmvio (56,3%), ncesdo-uneecmuyuii 8 «OUpIHCU» U
«po3sviepvludeti unu akyuily (65,4%);

auua cpeonezo eospacma (30-49 nem) — naubonee maccosas epynna
cpedu  nomepneswiux om HUKT-mowennuvecmsea ¢  3axknoyeHuem
2PadCOAHCKO-NPAaBoswix 002080pos (53,1%).

be3pabommusie u neyuamuecsa yawe nonaoaromcs 8 UHBECMUYUOHHbLE
noeywiku (46,2%), umo modxcem 6vimsb C643AHO C NOUCKOM UMU UCTNOYHUKOS
00X00a Unu ysieyeHuem a3apmHuiMu CXemamu.

[To cmocodam coBepuIeHMs] MOIIEHHUYECTBA YA€ BCETO MPOUCXOAT
OT MMEHH OJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBIsrOTCsS
COTPYAHUKAMHM TPABOOXPAHUTEIbHBIX OpraHoB (MB/, CK, /[®P, KI'F) u
paboTHHKaMU OAHKOBCKMX OpraHu3ainuid. MOIIEHHUKU CTajld 3BOHUTH OT
UMEHHM PaOOTHUKOB CIIYKO rasza, BOJOKaHaJIa, YHEPTOHAI30pa, MOOMIHHBIX
OTIEPATOPOB CBSI3U IO/ MPEIJIOTOM OKOHUAHHS CpOKa JIOrOBOPa U MpeiararoT
JUTSl €T0 MPOJICHHsI COOOITUTh G poBoi Koa u3 cMc. [locne mepenayun koma
KEPTBE 3BOHUT COOOIIHWK MOIICHHHKA W YK€ TMPEACTABISACTCS
MPAaBOOXPAHUTEJIEM, 3aIyTUBAET TEM, YTO YEJIOBEK Mepeaasl JUYHbIC JaHHbIC
¥ Ha ero uMsi OyayT oOpMIICHBI KPEAUTHI. A 4TOOBI X M30€KATh MpeIaract
0oOpMUTh BCTPEUYHBIE KPEAUTHI U TIOJYYEHHbIC JCHbIM TEPEBECTH Ha
yKa3aHHBIN cueT Wi OaHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa OT UMeHM pykoBoauTeneil (Fakeboss) (yupescoenui
00pazosanus, 30pABOOXPAHEHUsl,  KYIbmypbvl, Nnpeonpusmuii) MOIICHHUKU
3aMyTrUBalOT  MOJO3PEHMEM B (PMHAHCUPOBAHUU  DKCTPEMHUCTCKOU
JEATEeIIbHOCTH, MIPOBEJICHUEM OOBICKA U U3BSITUEM JCHET, TAKKE MPEIJIaraloT



JAHHBIN (HaKT JepKaTh B TallHE ¥ TOOOIIATHCS C ONPEEICHHBIM COTPYAHUKOM
PaBOOXPAHUTEIBHBIX OPTaHOB, KOTOPBIN SIKOOBI JIJIsi COXPAHEHUS JEHEKHBIX
CPEJICTB MpeJjiaraeT «BpEMEHHO» MEPEBECTH ACHBI'M HA 3AIUIIICHHBIN CUET.

B teneponHOM paszroBope He JOBEPSANUTE HE3HAKOMBIM JIMIIAM, KEM OBI
OHM HE MPEJCTABWINCH, €CIIU BbI HE kKJIETE TAKOTO 3BOHKA.

Tperp momenHuvectB (27,6%) coBeplIaeTcs MO BUIOM IMPOJAANKH
ToBapoB B cerH Instagram wiam Telegram (uawe 6ceco mowennuxu
«npooaiomy asmo3anyacmu, cadosble Kaueiu, HO80200HUe e, MOPEnPOOYKMbL U
opyeue  mogapvl).  3IOYMBIIUICHHUKA  OPEQIaraloT  MNOTECHUAAIbHBIM
MOKYyIaTesIM MIEPEBECTU MPEIOIUIATy 32 TOBAP U OOEHIAIOT €ro BBICIATH IO
MOYTE€ WU KypbEepoM, IMOCJE Yero OOIIEHHE MPEKPaIaeTCs, U «KIUCHT
OCTAETCS HU C YEM.

Cnpaeouno:

Taxoice naubonee pacnpocmpaHnenHvle NpecmynHvie Cxembl.

360HKU om umenu oaunka, compyonuxa MBJ/], KI'b u unbix
20CY0apCmMeEeHHbIX OP2aH08, K0204 MOWEHHUK, UCNONb3Ysl MEeXHOI02UI0
NOOMeHbl HOMepd, 360HUM C HOMePA, NOX0MCe20 HA OQUYUATbHBLIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONepayuu» ¢ Kapmotl, «OJ10KUposKe
cuemay Uil «NONbIMKe 83/10MA», d 05l «3AUWUMBLY UIU KOMMEHbL ONePaAYULY
npocum cooouums CVV-xo0, Oanmnvie uz SMS-coobwenus c¢ Kooom
NnOOMBEePIHCOeHUs, NAPOJIb U3 UHMePHeM-0aHKUHed UlU nepesecmiu 0eHbaU Ha
«bezonacuvlily (Ha camom oeile NOOKOHMPOJIbHBIU MOULEHHUKY) cuem,

Guuwiunzosvie SMS-coobwenun u nucoma, xozoa npuxooum SMS-
coobujenue UM JNEKMPOHHOEe NUCbMO C CO0OWeHuemM o «DJIOKUpOBKe
Kapmoely, «npobieme C HALO2OM», «Bblucpbllue 6 Jlomepeey, KOmopoe
COOepoICUm  CCOLIKY HA PUUUH208bIU UHMEPHem-pecypC (catm — KIOH),
KOMOpWblll 8b12180UM KAK OQUYUATIbHBIL UHMEPHEM-PeCcyPC OAHKA, HA020801
UHCNEeKYUU Uil Opy2020 20CY0apCmMEeHHO20 Op2ana, 20e mpebyemcs gecmu
JIO2UH, NAPOIb, OAHHblE NIAMEIICHLIX CPeoCcms, Nocie 68004 KOMOPbIX
cogepuiaemcsi XumjeHue;

MOWEHHUYECMEA 8 COUUANbHBIX CemaAX U mecceHoxycepax («Vibery,
«WhatsApp», «Telegramy), kocoa 310ymbluIeHHUK 83/1AMbl6AEN AKKAYVHM 8
coycemu uau coszoaem Hetkosvlll, NOXONCUNl HA He2o, nuuiem OaU3KUM
POOCMBEHHUKAM OM UMEHU G1A0enblYd AKKAYHMA, 4MO CPOYHO HYHICHbI
OeHbeU HA «O0UeHb BAXCHOE 0el0» (NONANL 8 CIONCHYIO CUMYayuro, Nonai 8
HTII u 0p.), npoca Huxomy He 360HUMb, AUOO AHANOSUYHAS NPedbloyulell
cxema, K020a MUUeHbl0 CMAaHO8ImMcs OpY3bs, A MOUWEHHUK OM UMeHU Opyed
nuwem, Ymo 3acmpsi 3a epanuyell, y He20 YKpauu OeHbeUu/00KyMeHmbl, U
npocum cpo4HoO nepedecmu cpeocmea,

(heitkosvle unmepHem-mazazunvl, K020a co30Aemcst KPAcusblil Caim-
OOHOCMPAHUYHUK —UAU 2PYNNA 68 COYUAIbHOU cemu (3ayacmyr 6
«HMucmazpamy), ¢ 02poMHBIMU CKUOKAMU HA AKMYATbHBLIL Y HACELEHUS MO8AD
(mexuuxa «Apple», caodosas mebenvb, Hady8Hvle Oaccelinvl, OpeHO08aAs
ooedcoa u 0p.), a nocie npedoniamvl Mmoeap He NPuxooum, a Caum uiu
2pynnwl ucue3aom, iubo coooueHUss JHcepmaenvl 0aiee USHOPUPYIOMCSL,

MOWEHHUYECMBA NOO BUOOM 20CYOAPCHIBEHHBIX OPZAHO08, K020d
Jlcepmee  nocmynaem 360HOK OM UMEHU «Cyovuy, «compyonuxa MBIy,
«HAI02080U» C MPeboBaAHUEeM CPOUHO ONAAMUMb HEeKUU (QUKMUBHBLI 002,
wmpag unu NOWLIURY, YePOACAsL APeCmoM CHemo8 Ul OpyeuUM HAKA3aHUeM,
npocsm yCmaHosums npunodicerue OJisi YOaIeHHo20 00Cmyna (Hanpumep,
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«AnyDesky» unu «TeamViewer») 0Ona «nposepxu cuemayn, ymo oaem UM
HOJIHBIU KOHMPOJIb HAO YCMPOUCMEOM NOMEPNEBULESO,

gunancosvlie nupamuovl U UHEECMUUUOHHbBIE MOUWIEHHUYECMEd,
maxkue KAk — NPeoNoNCEeHUs  «BbICOKOOOXOOHbIX — UHBECMUYUL» 8
KpUNmoeauomy, Oupxicu uiu cmapmanvl ¢ 2apaHmupo8aHHbIM GblCOKUM
ooxooom. Ilpu smom Ha nepeom smane Mocym 0adce BbINIAYUBAND
HebobUUe NPOYEeHMbL, UMoObl Nomepnesuiull 8Hec ewje D0bULEe QeHENCHBIX
cpedcma u npuseji pOOCMEEHHUKO8, OpY3ell U 3HAKOMbIX, NOCIe 4e20 NPOeKm
3aKpbleaemcs, a OeHedcHvle CPeOCcmea NOXULWAOMCSL,

6bIM0O2AMENbCME0 HA UHMUMHOU NOY6E («CEKCMOpUIeH»), Ko2oa
MOWEHHUK Yepe3 CoYcemu 3HAKOMUMCS C JCePMEOll, 8Mupaemcs 8 00sepue,
CKIIOHsIem K 00ujeHuio 8 gudeouame UHMUMHO20 XapaKkmepa uiu K OmnpasKke
OMKPOBEHHBIX (hOMO, 3anucvléaem Udeo Ulu oeiraem CKpUHuWOmol, a 3amem
wanmasicupyem.

OnaceHust BBI3BIBAIOT HaOuparoume O0O0OpOThl BbIMOIaTelbCTBA
(526 cayuaes) ¢ UMCHOJIB30BAaHMEM HWH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX
TE€XHOJIOTHIl: MOTEPIEBIINX MO/ PA3IMYHBIMU MPEAJOTaMH BBIHYXAAIOT Ha
JUYHBIX ycTpoiicTBax [Phone BoiiTh He B CBOIO yueTHY!0 3anuch. [locie Bxona
[Phone Onmokupyercsi Kak MOXHUIEHHBI U CTAHOBUTCS HE MPUTOIHBIM. [[is
Pa30JIOKUPOBKH 3JIOYMBIILICHHUKH TPEOYIOT BBIKYTI.

[ToaTOMY HM B KOEM Ciydae HeJIb3sl BXOAUTH HA CBOEM YCTPOMCTBE B
YYKYH0 YYETHYIO 3alIMCh, BJIAJEIICl] YYETHOMN 3aiCH MOXKET 3a0JI0KUPOBATh
YCTPOUCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUMA,
COBEPLUAEMBIE B CTPAHE

- 3IBOHKK OT uameHu Danka, cotpyanmea MBA, KM »
7 MHB rOCYAaPCTBEHHEX OPTaHOB

PuwmrHrosse SMS-coobueHun u nucsma

MOWEHHWUHECTEA B COLM3NbHBIX CETRX U
5 MecceHsepax

MOWEHHUHECTBE NPK OHN3HRH-NORYNKAX H3
NNGIWAAKAX NC NPOAAME TOBaPOR

MOWEHHWYECTEA MO BUAOM rOCYAS PCTBEHHBIX
Opravose

s
@ DHeRKOBLIE MHTEPHET-MAraanHm

PUHAHCOBE NMPAMUAL: W MHBECTHLMOHHE
MOWEHHWYECTEA

BHMOTATENDCTBO H3 MHTUMHOW NOYBE

Cnenyer oTMETUTD, YTO (PMIIMHT U MOIIEHHUYECTBO ¢ 0AHKOBCKUMU
KapTaMHu SBIISIOTCS CaMON MacCOBOM KaTeropueil KuOepMOIIIEHHUYECTBA B
Pecnybnuke benapyce.

IIpu »TOM Hapsily C AaHHBIMM HPECTYNMHBIMU CXEMaMHU MOIIEHHHKH
aKTUBHO HWCMOJIB3YIOT M TaKo MeTOoJ (UIIMHra, TMpPU KOTOPOM
KOH(UJICHIIMANBHBIE  JJaHHbIE  OCJIIOPYCCKMX  TpaXKJaH  JIOOBIBAIOTCS



3JIOYMBIIINICHHUKAMH  ITOCPCIACTBOM TCJ'IC(l)OHHBIX 3BOHKOB. OTOT BHU/
MOIIICHHUYCCTBA HA3bIBACTCA «BHIIIMHID).

Ciaiig 5. Buneopoduk.

| A3BYKA
oo dimacl

Cnpaeouno:

Buwunz — smo ycmuas pasHosuoHocms uiiunea, npu Komopou
3M0YMBIUUIEHHUKU NOCPEOCEOM MeNe)OHHOU C853U, UCNONb3YS NpUembl,
Memoobl U MEeXHON02UU NCUXON02ULECKO20 MAHUNYIUPOBAHUS, NOO PAZHLIMU
npeono2amu, UCKYCHO Uspasi OnpeoesieHHyio poiib (KaK npasuilo, COmpyoHuKa
Oaunka, MexXHUYecKko2o0 CHeyualucma u m.0.), BbIHYHCOAM Yenr08eKa
coooOwuUmMs UM C80U KOHDUOEHYUATbHblE OAHKOBCKUE UNU NEePCOHAIbHbIE
OauHble AUO0 CMUMYIUPYVIOM K COBEPULEHUIO ONPEOeleHHbIX OelCmEUll CO
CBOUM DAHKOBCKUM CUEMOM UL DAHKOBCKOU KaApmOll.

I[To wmepe pa3BuTuds UHGPOPMALMOHHO- KOMMYHUKAIMOHHBIX
TEXHOJIOTMHA BO3PACTAIOT W  BO3MOKHOCTH KHOEpPHPeCTYNNIHUKOB.
HekoTopble MOIIIEHHUYECKHE CXEMbl MOJYYWJIM HOBYIO KHU3HBL Ojaromaps
VMCKYCCTBEHHOMY UHTEIUICKTY.

PacTrer konmyecTBO Ciay4acB MONICHHUYECTBA C HCIOJIb30BAHUEM
TexHosioruu Deepfakes — 3T0 co3gaHHBIE MCKYCCTBEHHBIM HMHTEIIJIEKTOM
TOJIOCOBBIE COOOIIEHNUS W BHUICO3BOHKH OT SKOOBI KOJUIET, HApy3ed u
POJCTBEHHUKOB, KaK MPaBUIIO, C TPOCHOO0I1 O CPOUHOM JACHEKHOM MEPEBOJIE U AP.

[Ipu BUI€O3BOHKE clielyeT oOpaiaTh BHUMaHHE HA TaKue JeTalu, Kak
HEYETKOE WM CMa3aHHOE M300paKeHHe JUIAa FOBOPSILEro, OTCYTCTBUE WU
HEECTECTBEHHAs MUMHUKA JIMIIA.

[ToMHUTE, 9TO COTPYIHUKHU OAHKOB U TIPABOOXPAHUTEIHHBIX OPTaHOB HE
3BOHSAT 4YE€pe3 MECCEHIKEPhl C HCIIOJIb30BaHUEM BHUueocBA3u. Ilpu
COBEPIICHUM [ICHEKHOTO IepeBOJAa MO BJHSAHMEM MOIIEHHHUKOB
HEeO0X0AMMO He3aMeAJIMTEeIbHO 00PATUTHCS B OPraHbl BHYTPEHHUX JeJI
JUISl COXpPAHEHUS IEHEKHBIX CPEACTB.

Jlaxe Korja uCKyCCTBEHHBIM MHTEIIEKT UCTIOIB3YETCSBO 01aro, HyHO



OBITh OCTOpOXXHBIM. Eciu paGOTHHMK oOpraHu3anyd JyMaeT, 4TO 3arpy3uT
nokyMeHT B 4aT GPTu oH Bce OBICTPO cliesaeT, TO 3TO MPSIMOM MyTh K YTEUKE
KOH(HUICHIINATBHBIX TaHHBIX. [JOKYMEHTBI OTIPABSATCS HA CEPBEPHI B IPYTOM
roCcyJIapCTBE, W 3aKOHBI HAIIEW CTpPaHbl YK€ HE MOTYT TapaHTUPOBATh HX
0€30IacCHOCTb.

Cmnaiin 6.

MCNOJ/Ib3OBAHMUE
NCKYCCTBEHHOIO UHTENJIEK

B Uenesoin puwmnr Ges ownbox:
NePCOHANUIMPOBIHHLIE W TPIMMATHYECKK Delynpe
pacceinku, obxoaamMe MaBHEA MapKep yrpo3sl.

I Mowernnuecteo uepes Deepfake:
reHepaumMs BMAeO U roNocs PYHOBOACTES ANA
CAHKUMOHMPOBIHMA HEIAKOHHBIX PUHAHCOBLIX ONEpa

B YH-60To1 Ann COUMANBHOR HHMEHEPHUM:
BEAEHHE OCMBICNEHHBD! AMANOTOE ANA BbIMaAHWBAHMH "
KOHpHAeHUMANBHOW UHOOPMIUMK. '

IIpesunent benapycu A.l'.Jlykamenko, Boictynas Ha |l Munckoit
MEXKTyHAIMPOIHON KOH(EPEHIINY 110 €BPa3UIICKOM OE30MaHCOCTH, KaK OJIHY U3
KJIFOYEBBIX 3a7a4 B 1€JIOM O00O03HAYUJ HEOOXOAUMOCTb HPUHATHUS MEpP B
00JIacTM HMCKYCCTBEHHOrO0 WHTeUIeKTa: «Heynpasenaemasn 2onka 6 Imoi
cghepe npespaujaem e2o u3 noJe3no2o pecypca 6 opyscue. B nepcnexkmuee —
MAcco6020 NOPANHCEHU) .

Cnaiig 7.
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(4

Heynpasnaemas 20HKa 8 smol
chepe npespawyaem ez20 (npum. -
UcKycemeeHHbI urmennekm) U3
0ne3H020 pecypca 8 opyxcue.
B nepcnekmuse — macco8o20

nopaMeHus. , ,

Npezudenm Pecnytnusu Benopycs A.T. SIyKOWEeNKo,
I MUHCKGA MEROYHGPOOHAA NOHDEDEMHINS NO
eapo3uickoli GezonacHoomu, 28 oxmatps 2025 2

CorpynHukamMd MuHHCTEpPCTBA BHYTPEHHHX el W HarmoHanpHOTO
O0anka PecrmyOnuku bemapych mpuHUMalOTCS Mepbl, HalpaBjieHHble HAa
0J1I0KkMpOBaHUE MOLIeHHNYecKkuX onepamnuii. B benapycu ¢ 1 mapta 2024 r.
nericteyer Yka3 Ilpe3ugenta Ne 269, koTopbwlii mpenocTaBisieT OaHKaMm
BO3MO>KHOCTB ITPUOCTAHABINBATH MOJO3PHUTEIbHBIC TTEPEBOBI U COBMECTHO C
IIPaBOOXPAHUTEIBHBIMU OpraHaM{ paccieoBaTh WHIUACHTHI. J[aHHBIN
MEXaHU3M II03BOJIIET JOCTaTOYHO J(P(PEKTHBHO  B3aMMOJCHCTBOBATH
rpakJaHaM ¢ opraHaMy BHYTPEHHHX JIeJI, @ UM, B CBOIO OUepe/lb, «B PEIKHUME
24 Ha 7» mepenaBaTh yKa3aHHYH HH(OpMaIiuio OaHKOBCKOMY CEKTOPY H
noysy4aTb OT Hero 3¢GdexkTuBHO W OBICTpO HH(DOpPMALUIO O JHIAX U
WHCTPYMEHTaX, KOTOPBIE 3aJCMCTBOBAHBI B MMPOTHUBOIPABHON NESITEIBHOCTH.
W camoe ri1aBHOE — MpEANPUHUMATH MEPhI, HAIPABICHHBIC HA COXpaHEHHUE
y>Ke TIOXHIIEHHBIX ACHSKHBIX CPEACTB Y TPAK/IaH W HEAOIYIIICHUS ITepeBoia
UX Ha 3apyOexKHbIE CUeTa.

B cBsa3m ¢ HEOOXOAWMOCTHIO 3aIlUThl OT MOIICHHUKOB OaHKHU
yCTaHABJIWBAIOT JUMHUTHI IO CHATHIO JCHET B OaHKOMAarax Ha TEPPUTOPUHU
benapycwu.

bopsba ¢ »aTuMEm mpectymieHuUsMH TpeOyeT HE TOIbKO Ooiee
COBEPIIICHHBIX TEXHOJIOTUH 3alUThl, HO W (PYHIAMEHTATBLHOTO MOBBIIICHUS
1M (pPOBON TPAMOTHOCTH HACENIEHHUS, TTOCKOIbKY MMEHHO YEJIOBEK OCTAeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JIFOOOM crucTeMe 0€30MacHOCTH.

ndpoBast rpaMOTHOCTH HACEJICHUS
Kubep0e3onmacHOCTh — 3TO OTBETCTBEHHOCTh Kax/A0ro u3 Hac. OHa
HAYMHAETCS C TAaKUX MPOCTHIX BEIICH, KaK BbIOOP HAIEKHOTO MapoJis s
JOMAITHEN JIEKTPOHHOU MMOYThI. BaKHO TOMHHUTB, YTO OJIMH U TOT K€ MAPOJIb
HEJb3s UCIOJIB30BATh OJTHOBPEMEHHO ISl paboueil MOYTHI, AJI perucTpaluu
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Ha pa3IMYHbIX caliTax U B MecceHkepax. K cioBy, TUYHBIE JaHHBIC Yallle
BCEro TMOMNAaJal0T K 3J0YMBIIUICHHUKaM M3 0a3 JaHHBIX Mara3uHOB (Mbl
ocmasnsem amunulo, UM U Omuecmeo, aopec u meieg)on npu pecucmpayuu O
noyyeHus: ODOHYCHbIX UIU CKUOOUHBIX KApm).

HeobOxonuma »neMeHTapHas mu(poBasi TUIrMeHa, TMPU KOTOPOU
c00JII0JeHHe MPOCTHIX MPABWJ NMOBEACHHUS B CETH IO3BOJIACT 3alIATUTH
NepCOHAJbHbIC JJaHHbIC, ((UHAHCHI U YCTPOMCTBA OT KUOEPMOIIIEHHUKOB.

Oco0yr0 akTyalnbHOCTh TeMa LU(PPOBON TUTHEHBI NPUOOPETAET B
OTHOIIEHWM MOAPACTAIOIIETO MOKOJICHUA. [[eTh CeroiHsi He TOJbKO aKTUBHO
OOIIAI0TCSI B MECCEHKEPax, HO U MOTPYKAIOTCSA B MUP OHJIAWH-UTP, TAE UX
KpyT OOIIEHUs pacuIupsieTcss 3a c4eT He3HakomIieB. Cpean HUX MOTYT
CKPBIBATHCA U KHOEPIPECTYITHUKHU, CTPEMSIIIUECS UCTIOJIb30BaTh peOeHKa JIst
noyydeHus: KoHpuaeHuuaibHoW wuHMopMmanuu. Heokpenmas mcuxuka,
MOJIBEP>KEHHOCTh BHYIIEHUI0 W MAHUITYJIUPOBAHUIO JEIAIOT HX JIETKOU
«J1O0OBIYEH JJIs 3JI0YMBIIIJICHHUKOB.

Cnaiin 8.

BE3OMNACHOCTb AETEN B CETU —
3TO HE 3ANPETHI, A AOBEPUE U NPABUNIA

BHICTPAMBAMTE OTKPLITHIC OTHOWEHWA: PEBeHON
AOMHEH FHATH, MTO MOMET PACCKAZATL Bam O M0GoH
npobneme Ge3 CTpaxa HaKa3aHMA.

YCTaHOBMTE YeTHHE rPpadmnLbl: COMMACcYyRTE Bpems
QHNAWH, PAIPEWEHHBIE CIATHI M NPUIOREHNA

McnonbayiTe TeXHUNECKHWE CpeacTeal
POAMTENLCKUA KOHTPONEL M OBIUME SHKAYHTEI
ANA MAAALMX AeTeR

be3onacHocTh AeTeld B CeTH — 3TO He MPOCTO 3alpeThl, a CO3aHUe
3alIMIIEHHON cpeAbl M 00y4YeHHe NMPABWIBHOMY NOBeleHMIO. B cembe
HEO0OXOAMMO BBICTpaUBaTh JOBePUTEIbHbIE OTHOLIEHUs ¢ pedeHKoM. [leTtu
HE JJOJKHBI UCKATh TOHUMAHUS Y HE3HAKOMIIEB B CETH, a ObITh YBEPEHBI, UTO
MOTYT paccKa3aTh pOAUTENSIM O J000i CTpaHHOW MM HENPUSITHOW CUTyalluu
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHO 10roBOPUTHCH M YCTAHOBUTHL YeTKHE NPABMJIA. KAKAE CAUTHI
MOYHO ITOCENaTh, CKOJIBKO BPEMEHU IPOBOJAUTH OHJIANH, KAKAE MPUIOKECHHS
MOYKHO MCIIOJIb30BaTh.

J1s Muiaaiux Aereid peKOMeHIyeTcsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh UX napoiid. Mcnosb3oBaHue crneuraau3upoBaHHOIO NPOrPaMMHOIO
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o0ecrnevyeHnsi POAUTEIBCKOT0 KOHTPOJIA [MO3BOJIUT OIPAHUYUBATH BpEMS 32

9KpaHOM, GUIIBLTPOBATH KOHTEHT, OJIOKUPOBATH HEXKENATEIbHbIE CAUTHI.
CylecTByeT MHOKECTBO TMPECTYNMHBIX CXeM, HCIOJIb3yEMbIX

KHOEpMOIIIECHHUKAMHU B OTHOIIIEHMH HECOBEPIIEHHOJIEeTHUX JeTeil.

Coatin 9.

PACMPOCTPAHEHHbIE CXEMbl KWBEPMPECTYNIEHWUM NPOTUB AETEN

ubecnnarHelen nogapkm DefKoBble SANPOCHI OT  APYSEir» fpymunr B=

LIte BOCHONMIOMATRCA SOMEEMEN N Usr sigasen cobnm sa coepcriates, safon »
BEAMDA e ALH0CH SE0ES AN DM Hel i Aoaeped, «TOlor MR TR M DOEBTE M Bl N BANSITS
Anany

T e SOTO )

Kubepbynaunr JecTpyKTHBHLIA KHOHTEHT

=

! !

Uern Wanrarmp0edTs pelensd ¢ Lero. Yrrums W TES A O EATE LJete: BOMIEYS @ DN ECH MW CoobumcTEs,
DISVICEIRID MO FEEM RO M MTIN M 8 PCMADADS MO “IREE TRRAMNS B My TaX POON D BrOv OV VMG 0
— e e ey M ol

Cnpagouno:

Cnocobvl kubepnpecmynienutl ¢ OMHoOuleHUY oemell U HOOPOCMKO8:

«becniamubley RNOOAPKU U  PO3BIZPBIIMU, KO20Ad peOeHKy O
NOJyYeHUus evlucpblla npeodiazaemcs nepeumu no CCblike U 68ecmu
niamedicuvie U uHvle OanHvle e2o pooumeneti. OCHOBHA Yelb — YKPACHb
OaHHble OAHKOBCKUX KAPM UNU YYEeMHbIX 3aNUcel;

«¢heiikosvle» 3anpocvt om Opy3eil, Ko20a C UCNOIbL30BAHUEM
8310OMAHHO20 AKKAYHMa oOpyea pebeHKa npocsim HnomMoysb (nepegecmu
OeHedicHble Cpeocmea), a pebeHoK, Hcelds NOMOYb, MONCEM He YCOMHUMBCS
8 IUUHOCU NPOCAUE20;

«2PYMUHZY, K020A 83POCbIU 3N0YMBIULIEHHUK HOO BUOOM C8EPCHHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsax Uau uepax, nOCMeneHHO
8b168EObIBAC TUYHYIO UHDOPMAYUIO, MAHURYIUPYEM, B8bi3bl8AeN U)ECMEO
Onuzocmu, a 3amem MOMNCEM GbLINPAUUBAMb UHMUMHbIE HOmOo/6udeo uiu
HA3HAYamov JUYHYIO 8CMpEYy, UYMO MOJCem NpUuecmu K COBEPULEHUIO 8
OMHOWEHUU pebenKa OelUcCmeull CeKCyalbHo20 Xapakmepd, Komopule
PebeHoK 6 CUTLY 803PACMA He MONCEM OYEeHUBAMb, KAK COYUATbHO-3HAYUMDbLE,
cuuUmas npoucxoosuee uspou;

«CeKCmopueny, Ko20a npecmynHux, Noay4ué UHmMuUMHble homo uiu
810e0 (000POBOILHO OMNPABIIEHHblE PeOEHKOM UNU Yepe3 B3/10M Kamepbvl),
Ha4uHaem wanmaxicuposams pebeHKa, 8blMo2ds KaK mamepuaivhvle biaea,
Max u ycuyey, 8 mom yucie ceKcyaibHo2o Xxapakxmepa,

Kubepoyanune (U mpaeis), Ko2oa co30aomcsi 2pynnvl U NaOIUKU OJisl
Hacmeulex, YHU3UmMe bHblX KOMMeHmapues, Omnpasisaiomcs y2po3vl 6 MIUYHbIX
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COOOWeHUAX, UMOoObl NPUHUHUMbL pebeHKY NCUXOJI02UYecKyro 00b, Umo
HepeoKo MOoJicem 3aKOHUUMbCSL Oenpeccuell Uil 0axdce camoyouticmeom,

60e6/ieuenue 6 onacHbole cooﬁmecmea,

nponazanoupyroujue

oenpeccugnvle meueHus, Cyuyuod, aHOpPeKCUro, HACUIUe UIU IKCIPEMU3M,
KOmopble NpenoOHOCAMCs peOeHKy KaK Umo-mo «MOOHOe», «KpYymoe» u

«3anpemmnoer.

Cmarig 10.

4 KNIOYEBbLIX NPABUNA BE3OMNACHO!
B CETU AETEW U NOAPOCTKOB |

Xpamu nuynoe s Takne ™
1 He nyGamiyit aapec, KoMy, reomMeTki, 4aHHbIe JOKYMEHTOR M K
NNaHsl CEMBA.

Nomum anropursm « CTON-CNPOCU-PACCKAKWU»

2 CTON, ecnn uro-To HacTopamueaet. CNPOCH y poartensi,
ecnu HenoraTHo, PACCHAMM eapocnbim o moboi yrpoze
uan Anckomopre.

~, Kowtponwpyi kpyr obwenma
) LoGagmit 8 4py3bR TOMLKO TEX, KOTO IHALIIL AMUHO.
Hacrpoi npueatHocTs npoduni.

BHAOMEA KPUTHMECHOE MbILNEHHE
4 He nepexoam no COMHUTENbHbIM CChINKaM. He Bepb CAMLIKOM
KBLTOAHEMY TPEANOMEHNAM,

Baxxno nHayuuth naeTed 1U(poBOM TPaMOTHOCTH U KPUTHYECKOMY
MbILITIEHUI0. VUM HyXHO mNoOHUMAarh, 4ro HHTEpHET — 3TO OTpaKeHHe
peajibHOr0 MHPA: B HEM eCThb U XOpollHe, U IJIOXHe JIIAW, U PaBuUJa
0€30MacCHOCTH 3/1eCh TAK K€ BAaKHbI, KaK U Ha yJuune. He skoHOMbTE Ha
BPEMEHHU, Yallle ¥ O0JIbIle pa3roBapuBalTe CO CBOUMU JAETHMH!
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Takxe B 3alIUTC OT MPECTYIIHLIX IMMOCATATCIILCTB, B I/IH(I)OpMI/IPOBaHI/II/I n
AOIIOJIHUTCIIbHOM BHUMAHHUH HYKIAOTCA W JIFOJAH I10KHUJIOTO BO3pacTa.

*khkkk

3a mocienHee BpeMsi B pecnyOJMKe TMPOU3OILIN 3HAYUTEIbHBIC
MO3UTUBHBIC CABHUTU: YJAJIOCh OOIIMMHU YCHJIMSIMH TIEPETOMHUTH TEHICHIIUIO
pocta yuciaa KUOEpPHPECTYIUIEHUWW, 3aMETHO BBIPOC YPOBEHb LU(PPOBOU
3alUThI, JIEMOHCTPUPYET OIEPATHBHOCTh M QJANTHUBHOCTh K TEKYIIUM
BBI30BaM O€JIOPYCCKOE 3aKOHOJATEILCTBO B 00JIaCTH KHOEpOEe301acCHOCTUH
np. [IpumedaTenbHO, YTO HAIIl OMBIT OOPHOBI ¢ KHOSPIPECTYMTHUKAMHU aKTUBHO
MPUMEHSIOT B IPYTUX CTpaHax.

Kak ormerun Ilpe3ugent PecnyOosmmku beaapycs A.I.JIykamenko,
«abconiomuylo 3auwjumy oOm Kubepamaxk He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl 00JIHCHbI MUHUMUIUPOBAMb PUCKU». DTOTO
BO3MOXKHO JOOWUTHCS, KOTJa KaXIbId yYacTHUK HWHGOPMAIMOHHBIX
OTHOIIEHUW, KaxJas oOpraHus3anus OyAyT OTBETCTBEHHO TMOJIXOJIUTh K
BBITIOJIHEHUIO TPeOOBaHUI 10 KUOEpOe30MacHOCTH, a KaKIbld YEIOBEK
OPOSIBUT OAUTENHHOCTh W BHUMATENBHOCTH B Cllydae CHUTyallMd C
MOIICHHUKAMH.

Cnaiig 11.

Pogmranwy, HayusTe qeTed Npagwna BEp=rHTE SHKAYHTLS
NOABEHATECA HHTERHETOM OE3onacHONS NOBS 02HWA o7 afeprcToe!
IEE R

o AKASEMWA YTIPABNEHHS
: NPH NPEZMOEHTE
PECTTYENIKH BENARYCE




